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Introduction
What is a Quality Management System (QMS)?
A QMS is a tool to help an organisation to manage quality. One thing a QMS isn’t is just the
quality manual! The quality manual is a means of recording how quality is managed within
your organisation so everyone does their job in a consistent way, delivering a consistent and
quality product or service. In other words, a quality manual reflects the business and the quality
management system.

Plan – Do – Check – Act cycle
The clauses and requirements of the standard are all based on the Plan – Do – Check – Act
(PDCA) cycle. PDCA is integral and operates at the process level and at an overall system level.
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PLAN: Clause 4 – Context of the organisation
Clause 4.1 - Understanding the organization and its context
Although the ISO 9001:2015 standard doesn’t prescribe the method for determining the
context of the organisation, there are some logical steps and milestones.
Firstly, you need to determine which of the new requirements are already met in your existing
documentation. This is because some of the requirements related to the Quality Manual in
ISO 9001:2008 are now transferred into this new clause.
As an existing NSI Guarding Gold, NACOSS or Fire Gold company, you have already
implemented ISO 9001:2008 and have already defined the scope of the QMS in the Quality
Manual; the sequence of processes and their interaction. These will be either in the form of
text or a flowchart.
If you are implementing the standard from scratch, then you need to determine the scope of
your QMS and identify the processes and their interactions.
Once the scope of the QMS is defined with any permissible exclusions, the processes and their
inter-relationships are then identified.
At this point, the following steps need to be taken:

What are internal and external issues?
In fulfilling this clause, you should focus only on issues that can affect:


customer satisfaction;
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the delivery of quality product and services that meet all applicable statutory and
regulatory requirements.

An organisation’s internal context is the environment in which it aims to achieve its objectives.
Internal context can include its approach to:


governance;



its contractual relationships with customers and its interested parties.

The aspects that need to be considered are related to the culture, beliefs, values, or principles
inside the organisation, as well as complexity of processes and organisational structure.
To determine external context, you should consider issues arising from its social, technological,
environmental, ethical, political, legal, and economic environment. Examples of external
context may include:


government regulations and changes in the law;



the requirements of regulatory bodies such as the NSI, BAFE, SIA etc.;



economic shifts in the organisation’s market;



the organisation’s competition;



the events that may affect corporate image;



changes in technology.
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All this information is known by the managing directors, founders, CEOs and other members
of management but may never have been documented. The collation and documentation of
this information can be very valuable and demonstrate where you stand as an organisation.

Clause 4.2 - Understanding the needs and expectations of interested parties
The requirements for identifying relevant interested parties means that you need to decide
whose opinion your organisation should consider.
These interested parties include:


direct customers;



employees;



suppliers;



corporate partners;



regulatory bodies (e.g. NSI, NPCC, SIA, BAFE etc.);



owners/shareholders;



insurance;



society;



service providers;



competitors;



government;



the Local Authority;



the police;



the fire brigade;



anyone who has an impact on your business.

These parties add direct value to the organisation and/or are affected by the activities within
the organisation. Identifying their needs and expectations lays the foundations of
implementing an efficient and effective QMS.
The feedback can help you to determine how and what can be improved in your organisation.
Their requirements:


What are their terms and conditions?



When will I be paid?



Have we got effective communications?



What information do I need and when can they give it to me?



Are they above board?
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Are they compliant with the applicable requirements?

Clause 4.3 - Determining the scope of the QMS
Organisations must clearly define what they sell, including products and services. Link this to
the relevant standards that they are governed by.
Example
The design, installation and maintenance of CCTV, access control and intruder systems
The design, installation, commissioning and maintenance of fire detection and alarm
systems
Provision of security officers and keyholding services

Clause 4.4 - QMS and its processes
The standard requires the organisation to establish a process-based management system.
This is required to be maintained and continually improved.
The clause sets out high level requirements for the design of such a process-based
management system.
For organisations that already have an operational ISO 9001:2008 QMS, there will be a need
to conduct a review. This will be necessary to assess what actions will be required to ensure
compliance to the new requirements for a process approach. These processes are integral and
also there are support processes that underpin the operation of the entire QMS. It does not
mean that you have to fill your quality manual with flowcharts. If flowcharts work for you then
use them.
Process
The process is a set of interrelated activities that transform activity inputs into outputs. For
example, Installation: The process of converting a box of components into a working security
system.
Process approach
Process approach is a management strategy that requires organisations to manage its
processes and the interactions between them. Thus you need to consider each major process
of the company and their supporting processes.
All processes have:


inputs;



outputs;
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operational control;



appropriate measurement & monitoring.

Each process will have support processes that underpin and enable the process to become
realised.
So, for example, a typical alarm company will take enquiries/sales and convert them into
working alarm systems.
Below is a block diagram of a typical alarm company processes with support processes and
other considerations.

Example support processes and considerations:
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Example of other processes and considerations:

Control of externally
provided products
and services

Control of
non-conforming
process outputs,
products and services

Performance
evaluation

Improvement

Risks and
opportunities

Questions to ask:


What are the inputs to the process?



Where do the inputs come from?



What are the outputs to the process?



Where do the outputs go to?



Is there an effective inter-relationship between processes?



Who plans the process?



Who conducts the process?



Are responsibilities and authorities defined?



Who monitors and measures the process?



What resources are required for the process? - Materials, people, information,
environment, infrastructure, etc.



What documented information is required for the operation and control over the
process?



What competences & training are required?



What awareness and knowledge is required?



What methods are used to control and run the process?



What are the risks and opportunities for the process?



What happens when the process goes wrong or does not yield the correct output
or result?



How can the process be improved?



Is the process part of the management review process?



Is the process subject to internal audit?
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The answers to the questions above form the basis of the process, its control, measurement
and improvement.

PLAN: Clause 5 - Leadership
Clause 5.1 - Leadership and commitment
Clause 5.1.1 - General
ISO 9001:2015 requires top management to be much more “hands on” with respect to their
QMS.
Where the word “ensuring” is used in sub-clause 5.1.1, top management may still assign this
task to others for completion.
Where the words “promoting”, “taking”, “engaging” or “supporting” appear, these activities
cannot be delegated and must be undertaken by top management themselves.
Top management must:


have accountability for the effectiveness of their organisation’s quality
management system;



ensure that their organisation’s quality policy and quality objectives are
consistent with the organisation’s overall strategic direction and the context in
which the organisation is operating;



work alongside their people in the organisation in order to ensure that the
quality objectives are achieved;



ensure that the quality policy is communicated, understood and applied across
the organisation;



make sure that the quality management system is achieving the results that are
intended;



lead people to contribute to the effective operation of the system;



drive continual improvement and innovation and develop leadership in their
managers.

The top management is required to ensure that:


the requirements set out in ISO 9001:2015 are met;



QMS processes are delivering their intended outcomes;



reporting on the operation of the QMS and identifying any opportunities for
improvement is taking place;



a customer focus is promoted throughout the organisation;



whenever changes to the QMS are planned and implemented, the integrity of the
system is maintained.
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Clause 5.1.2 – Customer focus


Knowing the law and knowing the customer’s expectations and delivering it;



What can go wrong with what you are selling and providing and what
opportunities you also have when you deliver this; opens doors, for example, to
other work streams;



Making sure the customer is happy.

Example
Understanding the customer specification/needs. Ensure you know exactly what the
customer wants and documenting this from initial enquiry to commissioning paper work.

Clause 5.2 – Policy
Clause 5.2.1 - Establish
Write the policy to include:


making sure it reflects your business size, ethos and what you are trying to
achieve;



how you will decide what you are going to achieve and how you will check this;



committing to doing it the right way (e.g. in line with standards and best
practice);



committing to try to continually improve.

Clause 5.2.2 – Communicate
Tell everyone about it.


Making sure it is written.



Making sure people know it and understand it.



Giving it to people who have an interest in your business (e.g. clients / suppliers /
manufacturers / staff).



Publishing it on your website.

Example
Quality policy, company induction, basic training, tool box talks.
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Clause 5.3 - Organisational roles, responsibilities and authorities


Allocating responsibilities across the organisation to maintain the management
system.



Making sure what is supposed to happen is happening.



Outcome of the business processes and how it can be improved.



Remembering customers at all times.



Remembering to update the system as and when you change how you work or
the intended process is amended.

Example
Defining job roles prior to recruitment, allocating job descriptions to personnel and linking
this to the processes within the business.
A sales administrator might be expected to have 12 months’ experience of writing
quotations. When they join there would be a period of training and reinforcing this through
a written job description. The output would be a more senior colleague reviewing quotes,
confirming they are correct and ensuring that the customer is being quoted for what they
asked for. If a form or process is amended along the way advising the sales administrator
and ensuring the new versions are applied.

PLAN: Clause 6 - Planning
Clause 6.1 - Actions to address risks and opportunities
Clause 6.1.1 - Actions to address risks and opportunities


When thinking about the business and service delivery, it’s about ensuring that
the system you use it right for this. This could include anything from the way in
which you sell, to the technology you use in the office.



Doing extra to make sure the outcome is better than you had hoped for.



Putting safety measures in place to ensure things don’t go wrong, training for
staff, supervision, margins that are realistic which means you can rival your
competitor but still remain profitable.



Actually get better at what you are doing, selling providing, servicing, etc.
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Example
Regular site meetings for bigger projects.
Demonstration of calculations and site specification to ensure the engineer installs
accordingly.
Implementation of a quote tracker and operational documents hand in hand so you can see
from both ends of the process the client is getting what they expect and using the process
to anticipate potential failures, e.g. delays on delivery and managing that expectation. For
example, the use of GANTT charts and 'snagging' reports on large capital expenditure
projects.

Clause 6.1.2 – Planning for the QMS


Actions to address the risks – simply understanding what the risks are best
capturing this in a business plan.



Plan how all the elements come together, the business plan and how it will be
run, and a means of checking these things work and the business plan is on track.
Note: Use risk methodologies here to ensure you apply things appropriately. The
greater the risk and the impact on the business, the greater the control
measures, planning, management, etc.
‘If necessary, have a Plan B’.
Consider how an understood risk can be used in a positive way to look at other
ways of doing things or other products.
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Example
A manufacturer may be slow at providing software info to the ARC you use. Consider an
alternative, giving you greater flexibility and gives the customer more options.

Clause 6.2 - Quality objectives and planning to achieve them
Ensure that whatever objectives you implement they are SMART


Specific



Measurable



Achievable



Realistic



Time bound

Clauses: A + B + C
Other key rules:


Make sure they comply with law and industry standards (e.g. don’t cold call out
of hours, respond with 4 hours to call outs).



Make sure they conform with the products and services to make them better.



Monitored – check what you are doing.



Tell the staff what they are and what you expect of them.



Updated when the management change something.

Keep records of this.
Example
Priority 1 (Intruder) – Four hour response time for corrective maintenance
Priority 2 (Intruder) – Same day response for corrective maintenance
This should be included in the customer SLA and planning should be in place to ensure you
can resource this response rate.

Clause 6.2.2
Organisations need to clearly understand how these will be realised.
For example, if your aim is to provide national coverage, how will this be achieved? What
resources will you allocate, recruiting staff country wide? Who will manage it? Have you
understood when it needs to be achieved and what will you do to check it is effective?
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Example
Understanding total number of planned maintenance, number of reactive maintenance to
ensure you calculate the appropriate levels of resource.

Clause 6.3 – Planning of changes
When a business changes something, the impact of the change needs to be considered before
a change is made. You will need to demonstrate that you have:
a)

considered why are you changing it and what could happen when you make the
change;

b)

ensured that the QMS doesn’t get affected negatively, e.g. something can’t be
done any longer once you have changed a process, e.g. you stop recording the
number of quotes you are doing and therefore you don’t have an ability to
review conversion rates;

c)

thought about what you need to achieve it (e.g. people/technology, etc.);

d)

considered what changes need to be made in the organisation to make it
happen.

Example
High level updates – communication briefs
Team Meetings/project plans/mobilization plans
Newsletters

PLAN: Clause 7 – Support
Clause 7.1 - Resources
The standard now has a greater expectation for an organisation to consider the resources
needed to deliver services and products. There is an expectation to provide a clear
understanding of:
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what an organisation has in house and whether this is sufficient / fit for purpose
to achieve the business plan;



what additional support might be needed externally (e.g. subcontractors that
provide specialism outside of their field (e.g. fire, or out of area)).

Example
Specialist skills that are better outsourced due to the size of the organisation (e.g. security
screening, health and safety advice).
Regular meetings to discuss contract and planned work. Include review of type work to
ensure that, if the right skills sets aren’t in-house, you get the right subcontract support.

Clause 7.1.2 - People
This standard expects an organisation to determine and provide the appropriate number of
personnel to effectively implement the QMS and for the operation and control of its processes.
Example
Allocation of staff in order to achieve the required outcome. This means determining that
you have someone to carry out a specific process (e.g. recruitment, screening and training
of staff). Dependent on the size of the organisation this may be one or two people or a
team. The senior management will need to determine the resource needed and maintain
this.
This will be about ensuring you have the right number of engineers or security officers to
provide the service that you have quoted. This will depend on the specifics set out in the
contract and terms. (e.g. ensuring you have sufficient engineers to respond within 4/24
hours. Ensuring you have sufficient trained security officers to replace those who may be
sick or on holiday).

Clause 7.1.3 – Infrastructure
Essentially a company needs to consider all the things they will need in order to deliver a
service/product to the customer/client. This needs to include:


buildings / water / gas / electric, etc.;



equipment - for example computers / operating systems (e.g. alarm master);



vehicles – for engineers / management / sales and survey staff;



information – standards that have to be applied, mobile phones / tablets, etc.

Clause 7.1.4 - Environment for the operation of processes
The standard now specifically makes reference to the environment that you work in.
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Equality Opportunities / whistleblowing / anti-bullying policy



Violence at work / counselling support / lone working



Office based risk assessment, space, noise levels

Clause 7.1.5 - Monitoring and measuring resources
The organisation needs to decide what tools it uses to measure business performance. It also
needs to consider whether these tools will give them everything they need as a result.
Example
Install
You may use commissioning paper trail and or electronic processes.
Customer Service – feedback after install – via phone call. Other organisations may have a
CRM in place.



Suitable measuring tools?
Equipment that is used to test and commission systems such as multimeters,
insulation testers, sound pressure level meters, etc.



Maintained – calibration of all the test equipment that you use.

Clause 7.1.5.2 - Measurement traceability
You need to establish whether this is relevant to you and meeting all applicable requirements
for the product and services. How do you determine this?


Is it required to be calibrated?



Allocated unique reference numbers and listed on a register of some sort.



Allocated to personnel as and when needed and a clear process in place to
ensure all staff know how to use it properly.

Note: Organisations expected to check results from calibration to ensure they are comfortable
they have not been tampered with.
Example
Maintenance Register should be in place. Sampling of commissioning paperwork to ensure
the readings are consistent with expectations and or parameters set.
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Clause 7.1.6 - Organisational knowledge
Leaders in the business have to decide what skill sets staff need in order to fulfil their business
plan. This includes knowledge of products and services they are selling. This would best be
captured in a skills and or training matrix to demonstrate a clear understanding.
If the business decided to change its direction or perhaps move into another area, e.g.
installing CCTV or Fire systems, they will need to document that they have identified which
skills they may be missing or where those skills lie to ensure they are in place to move into this
area.
Example
An organisation may decide to go into fire installation so will need fire surveyors / designers
/ engineers / understanding of fire standards, etc. before they can proceed.

Clause 7.2 – Competence
Determining competence is a necessity in any organisation. Working out the skills your team
has and skills they don’t yet have. Skills they will need to achieve the company’s objectives.
Example: Increase in sales = need for additional trained surveyors.
Example
Skills matrix
Training records
Personnel files

Clause 7.3 – Awareness
Note: This is a new requirement.
There is greater focus on not just communicating the policy but ensuring that it is understood,
how it affects work, especially if they deviate from it. Staff should understand what they
contribute and how this can make the business better.
From a QMS point of view, businesses should look to explain policies more clearly so that staff
understand their meaning. It may useful to capture this on a training record:
Quality Policy:
Read and understood = insufficient
Understand companies aim = Yes
Understand company’s processes in which they are involved = Yes
Understand their impact = Yes
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Understand they can have a positive effect = Yes
Understand they can have a negative effect = Yes

Clause 7.4 - Communication
This is a straightforward clause and is simply about effectively communicating to all those
within the business and those affected by it.
Internal communications:
Briefings to staff on:


new policies;



new or amended objectives;



new of amended strategies;



new clients;



new or amended technology;



new products;



issues with suppliers;



anything that will have an impact on them.

Designate person responsible for updates: either department heads, leaders in the business.
External communications: Allocation of key account managers. Implement review meetings,
etc.

Clause 7.5 – Documented information
This refers to what is needed for the QMS. What does this mean? It means in order to prove
that you are working a QMS that you need to evidence it.
How can you demonstrate that you understand something unless there is evidence? You could
explain it but it is far easier to write the system around your business and business processes
so that you are evidencing it as a part and parcel of the way you operate.
Remembering that to the extent necessary:
a)

maintain documented information to support the operation of its processes (i.e.
procedures, etc.);

b)

retain documented information to have confidence that the processes are being
carried out as planned (i.e. records).

Page 21 of 39

June 2016
© NSI 2016

A step by step guide on how to interpret each clause

Example
Quotation and sales process
Most potential clients expect a written quotation that includes a design proposal of what
you intend to install. As part of this process, the standard is simply asking you to document
it with enough detail to show you have followed the process you said you would.
For an NSI approved company, there will also be, where applicable, specific documents that
are required to be created and retained.
Do not be intimidated by the large number of things that standards expect you to include.
It is also reasonable that the documentation produced will vary dependent on the size of
the organisation. Some large organisations will have designated administrators and
surveyors available to produce documentation. Small organisations may rely on the
engineer to produce the quote. This is accepted and takes in to account company size.

Clause 7.5.2 – Creating and updating
Documents that you use as a business should have clear document control. You will already
be used to doing this.
It also expects a clear format and for it to be approved. This is to prevent anyone just using
documents that they see fit. It seems slightly unnecessary when you are a SME as there may
be a very small team or even 1 of you. For larger businesses this is really important so that
documents are used properly and changes that have been incorporated for the good don’t
get lost when someone else doesn’t understand them or removes them.
Clause 7.5.3 - Control of documented information
Businesses are required to ensure that they make sure whoever needs a document/template
has access to it and it is right one. There is also a reminder that lots of business documents
have confidential info such as:


addresses;



prices (which in the hands of competitors is unhelpful);



secure info about a client’s site (which could be used improperly in the wrong
hands).

Clause 7.5.3.2
Businesses need to ensure they:
a)

make sure everyone who needs info can get to it easily;

b)

that certain documents are kept for a period of time. Most businesses would
naturally do this in any case but this standard refers to it specifically. There is also
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an expectation that whichever documents are kept as records you can get hold
of them as and when you need to.

DO: Clause 8 – Operation
Clause 8.1 - Operational planning and control
Businesses are expected that, once they have done their planning for what they are going to
sell, they then plan the detail of how this can be done operationally.


Set up supplier accounts / trade accounts.



Purchase stock.



Ensure staff have correct skills and understand the process.



Purchase tools and vehicles.



Make sure you have enough staff.



Issue clear instructions, drawings, procedures risk assessments to enable them to
do the job.

The organisation needs to show clear control of the process. They will be expected to check
that delivery is as expected and when there are deviations that this is managed and negative
impacts controlled.
The same control should be applied to subcontractors.
Example
Need to have a designated manager/supervisor looking after operations. Ensuring that
when a job is won, the timescale for install is understood, allocated and delivered.

Clause 8.2 - Requirements for products and services
Clause 8.2.1 - Customer communication
This is essentially about what how you relate to the customer, to include:
a)

what you are selling;

b)

how they can expect to be dealt with (e.g. formal quote / email / letter / terms
you will work under/within);

c)

getting feedback from the customer;

d)

looking after their property (e.g. premises whilst you are in there);

e)

what plans you put in place for if something goes wrong.
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Example
Ensuring the customer has a clear written quotation and specification relating to the services
they want. Allocating a specific person/manager to the customer so that they have one key
contact for all communication; that way, positive and negative feedback is captured and
dealt with.
Both engineers and security officers are used to working in and around customers’ sites and
therefore their property. Ensure you have a process in place to protect your staff from
allegations of damage or theft and that your employees know what not to touch and what
to report. Set these processes up before you work on a client’s site through a site survey /
risk assessment and reports that support and evidence this.

Clause 8.2.2 - Determining the requirements for products and services
Organisations need to be clear about what is required in order to sell their products and
services:


for legal and industry norm;



elements the organisation determines as necessary for their own needs.

The organisation must be able to deliver what it is selling.
Example
Intruder systems must be checked to see that the panel is compatible with PD6662.
Need to understand insurance requirements from customer (e.g. what type of system they
require, e.g. ungraded system / grade 2/3/4 (high security) plus monitoring grades, e.g. ATS
3/4/5)
Liaise with suppliers, attend open days, read product literature.

Clause 8.2.3 - Review of the requirements for products and services
Clause 8.2.3.1
Organisations are expected to review whether they can provide what they intend to sell. This
review must include taking into account:
a)

what the customer orders, the install and any after work, e.g. maintenance /
follow up / servicing;

b)

elements that need to be completed to ensure the job is fitted correctly – meter
reading tests / commissioning forms / standard operational check;

c)

anything else the company need to implement;

d)

legal and industry standards;
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e)

any variations.

If the customer has changed their order, this needs to be defined and the customer must
accept this change if they haven’t already confirmed it in writing.
Example
Bespoke operational checks – system requirement (e.g. Is the camera over the safe? Can you
view two tills from one camera?)
Can you view a face from a camera by the door?
Can a search be done by the same sex staff if the staffing levels do not support this?

Clause 8.2.3.2
Reviews must be documented. How?
If they want to use new products and services, this should be captured. Customers should be
made aware of the impact of changing products and services, etc.
Example
For systems organisations, a contract review should be in place either using paper or
electronic documents, confirmation emails, quote proposals, etc. In addition, capturing any
change to technology you might use on the site (e.g. change of DVR and making them
aware of this).
For Guarding organisations, a review would be captured via the production of a site survey
and compilation of assignment instructions. The initial requirement might be for one
security officer, but the site survey highlights that this may not be sufficient given the duties
the clients wants to be undertaken.

Clause 8.2.4 - Changes to requirements for products and services
If any orders change, this needs to be tracked and documented.
Example
Someone in the organisation who is responsible for stock and install needs to ensure these
two elements are aligned.
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Clause 8.3 - Design and development of products and services
Clause 8.3.1 - General
This clause is new and it requires an organisation to introduce design and development
process. What does this mean?
This means that previously, when design was not relevant as you provided a service, that this
needs to be considered even if you do not make the products. The fact you are designing a
system means you need to consider all the elements of design.

Clause 8.3.2 - Design and development planning
This is a list of items an organisation needs to include when designing:


How long will it take to survey / design / what surveying skills are needed?



Who should review the design? Who can confirm it is right?



What needs to be done to check it is right?



Who would be responsible?



Resources needed from the company and any subcontractors.



Ensuring all involved communicate (e.g. surveyor and designer and
administrator).



Checking that what you are designing is what the customer wants.



What other things are needed – products and services?



Control needed to ensure it goes to plan, from customers and interested parties
(e.g. subcontractors / manufacturers / monitoring stations)



Documenting that the above has been considered

Clause 8.3.3 - Design and development inputs
Design inputs = what needs to be considered to design
Page 26 of 39

June 2016
© NSI 2016

A step by step guide on how to interpret each clause

Additional requirements to be considered:


Design or development failure.



Standards and/or codes of practice.

Clause 8.3.4 - Design and development controls
There are no new requirements for this.
Continue to verify what has been installed and validate – check and test.
Clause 8.3.5 - Design and development outputs
The organisation is expected to determine what they need to do to check the design.
‘monitoring and measurement requirements’
documented information required = evidence
Clause 8.3.6 - Design and development changes
This is unchanged from before but expects organisations to control the change not just let the
change happen.


Info on the design and development changes.



Results of review – record changes to schematics.



Who agreed any changes?



Controls to stop things being done incorrectly.

Example
A client decides he wants fixed cameras and not PTZ. Document this, consider the change
to the risk, the cost, the output he will receive. Follow this through clearly with the client and
ensure they accept the changes with full knowledge of its impact.
A guarding customer decides he wants 3 more patrols a shift; can this be achieved with the
resources allocated?

Clause 8.4 - Control of externally provided processes, products and services
The organisation needs to consider the impact of suppliers on what they provide the customer
and how it may reflect if something goes wrong when the recommend a product.
Example
Manufacturers that you have been using go out of business, are suddenly unable to supply
goods or replace products installed that have become faulty.
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Clause 8.4.1 – General
This clause is about ‘external’ influences and control of it namely supplier/subcontractors.
New requirement to monitor performance levels. Most companies would already do this in a
form of an SLA/KPIs etc.
Companies should consider explicitly stipulating what they want from a subcontractor and or
supplier.
Example
Examples may include:


ARCs – alarm handling times



Key holding / Alarm response – response to site times



Call handing – time for calls to be handled



CCTV – Response times



Corrective maintenance – 4 hour response



Suppliers – Delivery of critical goods in 24 hours



Outsources security screening services



Outsourced control room services

Evidence would include:


Reports on alarm/call handling times



Delivery reports



Performance measures



Check call reports



Screening progress reports

Clause 8.4.2 - Type and extent of control
This clause is about ensuring that suppliers and subcontractors are well managed. Needs to
be detailed in the QMS and clear post delivery activities defined which means defining
Purchasing process is impacted here and this needs to be extended from just supplier approval
process to what it means once they start delivering, what your expectations are, etc.
Example
Supplier approval agreements to be in place before they start work for you – essential.
Checks on insurance, vetting , screening, etc.
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Clause 8.4.3 - Information for external providers
This is about ensuring that third party suppliers and subcontractors have a clear understanding
of what they are expected to supply.
Example
Install CCTV at X location, ensure that certain checks are undertaken and PTZ are fixed at XX
height in line with client requirements. How the subcontractor is then expected to fulfil this
and document it so that the organisation is confident it has been done.
Send it to subcontractor / pre-start meeting / weekly site meeting/calls
Processes for subcontractors
May include commissioning paperwork / signing off / training / tests
Also expects you to check the competence of the personnel a subcontractor is using
‘Interactions within the organisation’. This means all contact with a company

Clause 8.5 - Production and service provision
Clause 8.5.1 - Control of production and service provision
Documented information – must be available to record activities undertaken and results.
Monitoring and measurement is now no longer just about test results / meter readings but
checks that personnel may undertake such as human checks.


Should have info that describes the product – specification / manufacturers
guidance / quotation.



Define what the customer wants (e.g. intruder system).



Ensuring that you have what you need to measure and test systems installed.
Meter readings / paper work for commissioning.



Define what tests should be done and when (e.g. test electric output before,
during and after install).



Make sure that you have the right support from the office and site to complete
the job this could be as simple as someone ordering the right part for you to be
delivered to site.



Competent and trained staff.



A clear process to test and check the install is as should be during delivery so
that you know that when it’s done it was done correctly.



Safety measures to prevent mistakes taking place.



Process required when an install is complete.
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Example
Install of a server
Can be carried out in house, configuring IP cameras pre install. Need support from the
IT support at the office.

Clause 8.5.2 - Identification and traceability
This clause is unchanged. There is a need for all organisations to be able to track their clients,
the services they provide, the products they install. This clause is expecting organisations to
apply a rationale to this and ensure it is well applied. Companies should be able to rely on the
process and be confident that it is consistently applied.
Example
A unique reference number to clients’ quotes and variations to such.

Clause 8.5.3 - Property belonging to customers or external providers
There is an expectation that any property belonging to a client, third party, supplier, etc. the
organisation is involved with they have a clear process for protecting it. This may well be that
written but it is essential that the organisation regard the following as property and as such
protect it:


Intellectual info such as data / addresses / prices.



Materials.



Tools equipment.



Customer keys.

For example, you may have a team of contractors working on a site who bring their own
equipment. There should be a clear and understood process on how this is managed even if
it is stipulated that they are responsible for their own tools.
It may be hire equipment is necessary and the subcontractors are using this. Measures need
to be in place to safeguard against its misuse as the organisation is effectively still responsible
for this.
Companies must have a clear though out rationale for this and ensure that if property is
damaged and/or lost they are notified in a clear and consistent manner.
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Example
Inducted on site by client, ensure insurances are in place to cover all eventualities and
protect liabilities.
Intellectual data – supervise staff/additional security screening.

Clause 8.5.4 - Preservation
This is a requirement to ensure that the supply of services are protected so that what is
supposed to be achieved is.
Examples: Ensuring that products delivered to site are not damaged and are delivered when
an engineer is on site to receive it.
Example
Organise delivery for when a contractor is on site and name the person individual to whom
needs to take delivery.

Clause 8.5.5 - Post- delivery activities
Note: This is a new clause.
This is about post delivery, so what a company should do after they have supplied a product
or a service.
Companies need to think about things that could go wrong which could impact what they
have installed.
This new requirement needs to be added into the QMS.
Must take into account:


legal and industry standards;



things that could go wrong;



how products should be used and how long they should last;



customer expectations;



customer feedback.

Consider risk levels
Examples:
Terms and conditions / warranties
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Example
Two week post delivery window. Job can’t be closed down until (soak test) system feedback,
client feedback, dial and or physical attendance.
False alarm activations.
Site visits for security officers.

Clause 8.5.6 - Control of changes
Note: This is a new clause.
There is a clear expectation that when an organisation wants to or has to make a change to a
process in the business then they document this change. Why have they made it? What impact
did it have? What are the implications for staff and customers?
Example
A company expands and decides to separate the enquiry & sales department from the
design department. What are the impact? How will the new interactions between
departments operate effectively?

Clause 8.6 - Release of products and services
No change for this clause. Just ensure you implement checks that the product and service is
delivered as expected (e.g. commissioning paperwork, customer satisfaction / feedback and
signatures).

Clause 8.7 - Control of nonconforming outputs
Clause 8.7.1
You do not need a documented procedure any longer to detail how you will deal with things
that go wrong but you do need to do the following:
a)

Fix it.

b)

Remove it if necessary.

c)

Tell the customer.

d)

Ask them to accept it.

Clause 8.7.2
You should record what you do when things go wrong:
a)

About what is wrong;
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b)

What you did as a result;

c)

What concessions you gave (e.g. did the customer accept it but you altered the
cost?);

d)

Who had the authority to make the change.

Example
Handover documentation signed by the client needs to ensure that a change is tracked and
that you may need to revisit to rectify of that the client accepts the modification.
Guarding organisations may track this through contract review meetings.

CHECK: Clause 9 - Performance evaluation
Clause 9.1 - Monitoring, measurement, analysis and evaluation
Note: This is a new clause.
Clause 9.1.1 - General
This expects all organisations to identify what they need to monitor and measure or check and
review to ensure that what they are delivering is how it should be.
The business plan defines what the company wishes to achieve whether this is written or not.
Based on this, each company should have an understanding on the risks that go alongside it
whether this be based on growth, moving into a new area of expertise, using a new product.
The organisations should consider all these things when deciding what they think needs
monitoring.
For example, if a new products functionality is critical to a successful install then you may
decide to closely monitor this and post commissioning to ensure its working well with other
components you are using.
Example: If you are working in a new field, e.g. install of access systems, and have new staff
with limited experience, then operationally this is a higher risk and perhaps may need
monitoring more closely than those engineers who have been installing intruder alarms for
many more years.
So decide:
a)

what you monitor and measure;

b)

how you will do it effectively;

c)

when you expect it to be done, at the end of a job, mid-way through, beginning
of the recruitment process;

d)

what you do with the results to check the business is working as it should be.
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You need to keep records of this.
What if you have just started and have no evidence as yet? This is accepted but should have a
clear understanding of what these are for the future and be able to show the measures that
you will be used.
Example
Planned records of the evaluation, training and competence of staff.
For Guarding organisations, this would be captured on a record that should be fit for
purpose and detail induction, site training and probationary review. In addition, site visits
often known as welfare visits would support this as a measure of monitoring performance.
Installations organisations can measure their engineers’ performance in a number of ways,
such as completion of commissioning paperwork, test results, and technical audits.

Clause 9.1.2 - Customer satisfaction
There continues to be a need to obtain feedback from customers on whether they feel the
product and service they have purchased was as they expected. Organisations need to decide
how they will do this and record the information they receive. How are you going to gather
this information?
Example
You may receive complimentary letters, emails, social media postings, etc.
There are indirect methods such as repeat business, recommendations and referrals.

Clause 9.1.3 - Analysis and evaluation
All companies already measure and carry out some form of analysis but there is now an
additional requirement to evaluate the data.
There are some key expectations:


Ensure the data is used to check what you sell is as it should be.



How happy are your customers?



How well did the company perform?



Did it go to plan or were there hiccups along the way?



Safety measures put in place – did they work?



Did subcontractors perform as you expected?



What do you need to change now to make the QMS better?
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Example
The analysis and review of the monthly preventative maintenance performance to ensure
that the organisation is meeting their obligations.
Review of guarding service level agreements to ensure that scores are being met.

Clause 9.2 - Internal audit
There continues to be a need to carry out internal audits and to do it effectively.
Clause 9.2.2
There is no need for an internal audit procedure but it may be useful to keep it. You do need
to define audit criteria.
There is no more detail on the arrangements expected for carrying out internal audits. Not
significantly different but more emphasis on how they are done, how they are feedback and
now a clear reference to audits being corrected in a reasonable time to fix non-conformances
identified. Ensuring that all the right people are included in the audit outcome.

Clause 9.3 - Management review
Clause 9.3.1 - General
Consider the QMS and ‘alignment’ with the strategic direction of the business. This essentially
means ensuring that what the organisation has determined that they want to achieve the QMS
will help this happen.
Example
Most organisations work to a business plan whether this is written or not and the direction
of the business should be developed into the QMS.
If a business decides it wants to grow, e.g. in guarding, keyholding, install of fire systems,
then the QMS needs to be equipped to deal with this. It might be you decide that quotations
for this work will be completed more quickly than others, or that you will seek out tenders
of this type to support the business strategy and this should come through the QMS.

Clause 9.3.2 - Management review inputs
Key differences:


Refers to external issues as well as internal ones (though this was always implied).



Effectiveness of actions taken to address risk and opportunities.

The remainder is unchanged.
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Example
A customer may becoming slow in paying you and this may indicate that the company is in
trouble and you should consider how you will manage this and at what point you intervene
or cease service.
A customer may becoming increasingly demanding, expecting management attendance at
meetings that outweigh the benefit of the contract. How do you manage this?

Clause 9.3.3 - Management review outputs
The outputs required remain the same. Ensure that there is:
a)

opportunity to improve;

b)

changes needed for the QMS to achieve this;

c)

resources.

There is now a clearer reference to keeping documents to demonstrate the review took place
as opposed to minutes of it.
Example
A contract with ongoing complaints starts to improve with customers KPI’s improving
Debtors reducing month by month
Reducing management time by introducing electronic reporting
Targeting a new scope of work and allocating enough admin staff to turn around quotes
within the new targets set

ACT: Clause 10 - Improvement
Clause 10.1 - General
Note: This is a new clause.
There is now a requirement for organisations to focus clearly on customer satisfaction and
customer needs, not only that but to look for ways to improve:
a)

products and services, now and for the future;

b)

fixing and controlling business issues to reduce things going wrong;

c)

improving the QMS.

No requirement for a procedure on preventive action. This term is removed.
Example
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Both installation and guarding organisations should be looking to make sure the products
and services they offer are relevant and future-proof. A customer may be looking to reduce
the guarding budget by introducing technology, e.g. CCTV, over a period of time and there
should be a readiness to embrace this so the customer’s needs are met and the solution
amended. Install organisations may look to help a customer reduce callout costs by
improving their system or provide remote assistance.
Clear customer documentation is key here to ensure that their expectations are managed.
Check customers’ understanding periodically - do not assume ‘no news is good news’; they
may be thinking they need something else and are testing the marketplace.
Look at ways of improving the processes within the organization, do they add value, can
they be done more efficiently, e.g. by moving away from paper systems so that customers
can be sent reports immediately?

Clause 10.2 – Non-conformity and corrective action
Clause 10.2.1
When something goes wrong you must:
a)

b)

react to it:
1)

do something / take action / fix it;

2)

deal with the impact it had (e.g. upset customer).

evaluate what went wrong to prevent it happening again and check there are not
other similar issues that could happen.

Key now is to update risks and opportunities.
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Example
Installations organisations
An install may have been allocated for a one week program but, due to supplier issues, the
install will start and finish late. This may leave the site vulnerable and a temporary solution
may be required to protect the premises and restore the customer’s confidence. Root cause
may determine that supplier relations need to be resolved and improved communication
between those parties.
Guarding organisations
Guarding organisations may identify during a site visit that patrols have lapsed and the
newer staff have not clearly understood the requirement. The non-conformance would
highlight the root cause, e.g. training and perhaps insufficient detail in the assignment
instructions, and then what has been done to rectify this and monitor that it has not lapsed
again after a period of time. The risk to be client could have been theft, lack of confidence
in the service and damage to reputation.

Clause 10.2.2
Note: This is a new clause.
Keep records of all non-conformities, what you did to resolve them, implement additional
measures, etc.
No requirement for a corrective action procedure now.
Example
Non-conformance has been identified during an installation / customer visit. Make notes of
what went wrong, e.g. insufficient cable provision, additional needs to be purchased, does
this impact the length of the job, the client impact, etc. and the cost / time?
Amend assignment instructions to reflect the change.

Clause 10.3 - Continual improvement
There is now a clearer expectation for organisations to use data from monitoring and
measuring to review the business performance and that of the QMS. Organisations should be
clear to use this information, by analysing it and ensuring that the QMS is adequate for the
organisation.
It might be that, during a review, the control measures within a process are insufficient and do
not give the level of assurance perhaps that the Directors want to know that processes are
being followed correctly, e.g. sales process does not include a deadline or record of when a
quote is sent out so you do not have clear idea of how productive your team are being.
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Essentially the data you use must be for improving the business and identifying
underperformance.
Example
Minutes of meetings would detail that actions have been taken and that improvements have
been made. For some organisations, they may have charts and trend analysis in place that
highlights positive trends, e.g. staff retention has improved, sales conversion has increased,
customer complaints have declined, profitability is growing.
Directors and senior management should be able to review these top levels results and have
a good understanding that improvement is taking place and/or is planned.
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